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How hacking works...

CONTROL, WE HAVE FLOWN HEY LOOK, SOMEONE LEAKED THE

TO THE USA AND BREACHED EMAILS AND PASSWORDS FROM THE

THE TARGET'S HOUSE. SMASH MOUTH MESSAGE BOARDS.
THEY WROTE ALL THEIR CooL, LET'S TRY
PASEVORDS IN A BOOK THEM ALL ON VENMO,
LABELED "PASSWORDS'!

THE FOOL!

HOW IT ACTUALLY WIORKS

Visit xkcd.com
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Multi-factor Authentication
T ] g

~

MFA it really matters
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What is it?

* Authentication

* Atechnical method of proving who you are
* A barrier between you and the bad actors
* Much better than just a password

K ‘Q—=\

Uasrnaitis
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The Basics
* Something you know III
» Something you have 0

* Something you are
* Your location
 Time

Here is an interesting video about Multi-factor Authentication
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https://www.youtube.com/watch?v=hGRii5f_uSc

Text verification

..we will send a text...
..to your phone

 Not designed for security
* Phones can be clonec

e Easier hack - convince the
ohone company to help youl!
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Authenticator App

Get it from your
app store

e Microsoft

* Google
MU DT TUEBSE QTP — LURNKED
D THWE €EeRNCES DU R IR

Accounts

= Azure AD
email@domain.com

RealVNC
email@domain.com

El Azure AD
email@domain.com

Dropbox
email@domain.com

. Microsoft
email@domain.com

Google
email@domain.com

Microsoft
email@domain.com

@ clive@octagontech
email@domain.com

SET u? - SomemmiNg You HAVE
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Accounts

email@domain.com

Microsoft
email@domain.com

Q clive@octagontech
email@domain.com

.~ Azure AD
‘ email@domain.com

Zoho
email@domain.com

Azure AD
email@domain.com

Amazon
email@domain.com

Wordfence
email@domain.com




What happens - Amazon @« mmMe Thsswoks

adMaZon .o« 20:02 7
“'-.._-_..-:?
< Accounts

Two-Step Verification

For added security, please enter the One Time Amazon /

Password (OTP) generated by your authenticator app email@domain.com

Enter OTP:
"éﬂD ‘ ‘ One-time passwords enabled

D : : ©. You can use the one-time password

‘ Da“ﬁ L] Don't require OTP on this browser m i O')/? codes generated by this app to verify

18 A0 L“7 '\ your sign-ins
C{ OO - 519_ ne-time password code

» Didn't receive the OTP? ( 26 443 71 3

TH sz owPS

‘ Sign In ‘

X Remove account

WRWIT Lo ltikeg 1K ~ -
CARLENGED TV TLoN E OTT

V0% 7P - AMA2oN
Qecno™N - 01T
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What happens - Amazon \\
5\

* | had to know the username —
, ® Multi-Factor Authentication
* | had to know the password 4 P
© Even if these were saved in \ y)
the browser... \, 4

* |still had to get the OTP from
the linked app/phone

 ...and the app is locked on the phone
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Why MFA is good

* |f someone tries to get into »
any of your protected services \§
the request for the OTP will
come to your phone...

* You will know you have a

oroblem

* They cannot get in...
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Why MFA is bad

* |t takes time to set up

* The process seems to be different v
for every service

* You have to have carry your phone

* |t takes time to look the number up,

copy it, type it, and/or follow the
process...
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Why MFA is good

* |f someone tries to get into »
any of your protected services \§
the request for the OTP will
come to your phone...

* You will know you have a

oroblem

* They cannot get in...
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Microsoft Authenticator

Set-up

.+ Use the Microsoft Authenticator app to scan the QR

o Q : ..":J code. This will connect the Microsoft Authenticator
R COC eS =Y app with your account.
® T’]e ad ’T]In haS tO Can't scan image?

enable it... sack I

e ...thenyousetitup

* You will always need
valid credentials to set
it up
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Variations on 2 Theme by Paganini
Op. 38

Variations on a theme

* Sometimes you typein a
password you look up in the
app

e ..or pick a number from three .
on phone

* ...0r
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MFA Checklist

 Multi-factor verification can help stop malicious hackers from
pretending to be you. Even if they have your password, the
odds are that they don't have your device, too. (Microsoft)

e When itis available use it
e |f text only verification is available — use that
e Administrators — must use MFA

Uasrnaitis
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Octagon’s Blog

* This week — Clive explains why
he said no, when asked to give
up some privacy for the dates
of American Football matches

 New articles every week

* “How to” and advice blogs in
the archive

e Check our social media for the
latest technology stories
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Why | said no?

2 ByClive {3 10 September 2020 (3 No Comments
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https://www.octagontech.com/our-blog/

Octagon’s Social Media

* This week — something new

e Cameron, who joined us at
the beginning of September
as an apprentice, has
produced a video for us.

* Watch it here:
|s your password secure? s your password

voV
secure? e
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https://youtu.be/9UahD4Gm5Iw

Octagon Technology

 |T Support and Training

 Microsoft 365 specialists
* Remote working experts
* Compliance and Documentation
* Governance, Privacy & Security Consultancy

* [ncident Response when you need it 01522 797520
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REGULAT\ONS

Governance, Compliance &

Security %)
| - o, Mg
e Systematic solutions to board level GRSl
Issues =

e Tried and trusted frameworks

* Access to international experts in the
various fields

Cost effective ways to make Cost reductions
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Governance

Management

Information Security Framework

Context and Leadership
Culture and Awareness Security Risk
Management
Compliance and Audit
Security Compliance Security Audit Security Policies

Management

Prevention
Data Security Infrastructure Security

Hardware Asset . Cryptography
Data Security & Privacy Endpoint Security Physical Security

HR Security

HR Security

Identity Security

Identity and Access
Management

Malicious Code Cloud Security

Application Security

Response and Recovery

Security Incident Information Security in

Backup and Recove
Management BCM P v

An example of one of the frameworks
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